Kern County Administrative Office

County Administrative Center
1115 Truxtun Avenue, Fifth Floor ¢ Bakersfield, CA 93301-4639
Telephone 651-868-3198 * FAX 661-868-3190 ¢ TTY Relay 800-735-2929

February 12, 2013

Board of Supervisors

Kern County Administrative Center
1115 Truxtun Avenue

Bakersfield, CA 93301

DECEMBER 31, 2012 COMPLIANCE AND ACCOUNTABILITY REPORT
Fiscal Impact: None

County Ordinance Code 2.01.010 requires that the County Administrative Office report on the Compliance and
Accountability function no later than 45 days after December 31 on departmental compliance issues for the period
July 1 through December 31.

COMPLIANCE

Post Audit Reviews

The responsibility of the County Administrative Office is to monitor and report to your Board the status of a
department’s compliance with policy and regulations after the issuance of an audit report. The County
Administrative Office performs a post audit review process that includes the Administrative Analysts reviewing
audit findings with departments, ensuring procedures are documented and identifying probable solutions to the
internal control weaknesses identified in the Auditor-Controller’s departmental audit reports. The reviews
represent the status of the departments’ remediation efforts as of December 31, 2012.

Departments are required to provide written procedures that will help to improve the internal controls that
contributed to the findings. While the department may have implemented a corrective process, if the procedure was
not documented (for purposes of the post audit review), compliance was considered still in progress. Department
heads are responsible for developing a corrective action plan and submitting it to our office within 45 days of the
audit report. All departments have submitted plans for internal audits as required for this report. However, three
departments had audits completed at the end of the reporting period, but their corrective action plans were not due
by the time of this report, so they will be included in the next compliance and accountability update.

Departments with Corrective Action Plans not yet due:

Department Audit Report Date | Action Plan Due Date
Information Technology Services 12/04/2012 1/18/2013
Mental Health Services 12/11/2012 1/25/2013
Employers’ Training Resource 12/18/2012 2/1/2013

JOHN NILON
County Administrative Officer
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The post audit review summaries are provided in Attachment A for the following departments that had audit reports

issued and corrective action plans due during this reporting period:

Department Audit Report Date (l;;f:l (;::1 Attif:g‘:;nt A

Board of Supervisors 12/18/2012 Ungqualified Not Required
Clerk of the Board 12/04/2012 Unqualified Not Required
County Administrative Office 12/18/2012 Ungqualified Not Required
S{re(;?f}; I;fggr‘;flellg‘é‘s‘s“ram gind Retires Group 12/18/2012 Unqualified Not Required
Public Defender 12/11/2012 Unqualified Not Required
Solid Waste Enterprise Fund 10/30/2012 Unqualified Not Required
Unemployment ISF 12/18/2012 Ungqualified Not Required
Board of Trade 12/18/2012 Qualified A-1
Farm and Home Advisor 12/18/2012 Qualified A-2
General Services 10/30/2012 Qualified A-3
KMC — Accounts Payable 8/21/2012 Qualified A-5
gggg; Financial Statement Internal Control 2117/2012 No Opinion A6
KMC — Payroll 8/21/2012 Adverse A-8
Public Health Services 9/11/2012 Qualified A-10
Roads 11/13/2012 Qualified A-14
Sheriff 9/11/2012 Qualified A-15

Many of the departments have achieved compliance on some of the findings identified in the audit reports. If
compliance was not achieved for a specific finding by December 31, it is indicated as “In Progress” and the analyst
will be following up on the status within 30 days. In addition, the analyst will strive to assist the department with
remediation by the anticipated date of compliance indicated on the summary. An update on “In Progress” items for
all departments will be provided in the June 30, 2013 Compliance and Accountability Report to your Board.

Follow-up Reviews on Previous Compliance Reports

In addition to the new audits that went to your Board in the past six months, a separate follow-up report on
outstanding, unresolved audit findings from the June 2012 Compliance and Accountability Report has been
provided as Attachments B and C. Findings that continue to be “In Progress” on Attachment B are a concern and
may be indicative that the department will receive repeat findings in these areas if not resolved soon. Analysts will
continue to pursue adequate documentation and remedial proof on these items and will strive to assist departments
with resolution by the next report due to your Board. It is imperative that department heads are proactive in this
process, as ultimately he or she is responsible for the success of the department’s internal control processes.
Follow-up findings that have been resolved during this reporting period are listed on Attachment C.
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The following departments have outstanding issues over six months old (Attachment B):

Department Date of Audit Report Area of Concern
Human Services 6/07/2011 Contract Monitoring
Kern Medical Center 6/14/2011 Accounts Payable
District Attorney 6/28/2011 Expenditures, Payroll, Cell Phone Usage
Library 10/04/2011 Accounts Receivable
Fire 4/17/2012 Vehicle Home Retention
Kern Medical Center 5/22/2012 Cash Handling
Child Support Services 6/12/2012 Payroll — Tracking Time Off
Countywide Management Report 4/17/2012 Purchasing Policy

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA)

The Health Insurance Portability and Accountability Act (HIPAA) of 1996 applies to all entities that use, generate
or process health information and includes rules to assure that patient information remains private. All covered
entities must comply with the regulations regarding protection of personal health information. Kern Medical
Center, Mental Health and Public Health Services Departments are covered by HIPAA. As the administrator of the
County health plan, the County Administrative Office also comes under the jurisdiction of HIPAA. While each of
the covered County departments has privacy officials, the law requires one central public contact for HIPAA-
related privacy issues. Your Board designated an Administrative Analyst as the County Privacy Officer. The
County Privacy Officer will continue to work with the departments to coordinate information and assist in resolving
any complaints that have been identified to the Officer.

RED FLAGS

The Fair and Accurate Credit Transactions Act of 2003 requirements, also known as the “Identity Theft Red Flags
Rule”, became effective November 1, 2009, and is enforced by the Federal Trade Commission (FTC). This federal
program is designed to protect and provide awareness to the public regarding the requirements of creditors with
accounts covered by these rules that are now required to do more than just provide data security. Red Flags rules
and programs are designed to detect when stolen information has been used to purchase goods or services.

On August 18, 2009, your Board was apprised that Kern Medical Center, Mental Health Services, and Public
Health Services Departments were identified as requiring implementation of a Red Flags program under the
guidelines established by the FTC. Each department created a Red Flags written policy and training program,
which was presented to and approved by your Board on December 15, 2009. In 2010, the “Red Flags Clarification
Act” was published, which narrowed the term “creditor” to exempt those situations where the provider performs the
services and thereafter bills the recipient of the service and does not use consumer reports, furnish information to
consumer reporting agencies, or those that extend the credit. Although this currently exempts both Mental Health
and Public Health Departments from program requirements, future actions such as using a collection agency for
outstanding balances would, in fact, define the departments in question as “creditors” and would then require the
departments to re-implement the Red Flags program. Kern Medical Center, however, does enforce their Red Flags
policy and has submitted their 2012 annual Red Flags report to the County Administrative Office. KMC saw a
decline in identity theft in 2012, and has implemented additional measures to continue the trend.
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ETHICS
CODE OF CONDUCT

The County Administrative Office is in the process of developing a Code of Conduct to be applicable to all County
employees. The Code is a central guide and reference for users in support of day-to-day decision making. It is
meant to clarify the County’s mission, values and principles, linking them with standards of professional conduct.
In practice, it is used interchangeably with a Code of Ethics.

In Section 406(c), the Sarbanes-Oxley Act defines “code of ethics” as such standards as are reasonably necessary to
promote: 1) honest and ethical conduct, including the ethical handling of actual or apparent conflicts of interest
between personal and professional relationships; 2) full, fair, accurate, timely and understandable disclosure in the
periodic reports required to be filed by the issuer; and 3) compliance with applicable governmental rules and
regulations.

The proposed County of Kern Code of Conduct has been reviewed by County Counsel and will require meet-and-
confer meetings with unions. The County Administrative Office anticipates presenting it to your Board this fiscal
year.

CONCLUSION

As required by County ordinance, this report provides your Board with an update on departments” compliance with
County policies and procedures as identified through the audit process. This office will continue to assist
departments in reaching resolution of the audit findings. The County Administrative Office looks forward to
presenting to your Board the proposed Code of Conduct that strives to promote core practices of good government
and key behaviors of trustworthy leaders.

Therefore, IT 1S RECOMMENDED that your Board receive and file this report.

ounty Administrative Officer

JN:NL:BUD_COMP Dec 2012 Report
Attachments

cc: All Departments
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